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Digression: the history of computers and paradigm changes
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1940 mainframes

(first computers as we know them)
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2000 WorldWideWeb  ¢|o,q computing Client Server
2010 iphone

2020 edge computing
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What’s Cloud computing?

,Cloud computing is the delivery of computing services — including servers,
storage, databases, networking, software, analytics, and intelligence — over the
Internet on demand.”
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Benefits

« Cheaper: thanks to economy of scale, cloud providers can offer cheaper prices than what it would cost for
small companies to host their own services

« Simple: solution developers can easily deploy their software on the cloud, without having to manage the
infrastructure

« Elastic: clouds are elastic, so users can start small and scale up as needed — usually in seconds

Cloud Services: laaS, SaaS, Paas, ...
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What’s Edge computing?
a.k.a. Fog computing, Mobile Edge Computing, Multi-access Edge Computing

,e£dge computing is computing that takes place at or near the
physical location of either the user or the source of the data.” o,
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CLOUD DATA CENTER

Benefits ‘2’ %‘%: > E
 Low latency: the processing is closer to the data producers/ ™ '_
consumers, so the data requires less time to reach its
destination ( l |

» It saves bandwidth: because we now process data on the 3
edge, we save the bandwidth that we would otherwise need to ' % e |
send the data to the cloud bl

« It saves energy: we save energy because we save data
transfers and edge nodes use less energy
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Use Cases for Edge Computing

Smart Factories Autonomous Vehicles

CURRENT: 4G (" UPCOMING: 56|

What Happens in a Smart Factory? Only a few large centralized Thousands of new micro data centers
data centers under cell towers
\2/ Machines talk (¢ ’3\ e ((( T 2D
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to one another ~——
MI(RO DATA CENTER
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Machines are 5 % % % g _. -m| LESS THAN
repaired before MORE THAN 500 MILES =|=| 5 miLes away
0 Everything they break down AWAY
is tracked in CELL TOWER CELL TOWER
real time P S
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~
Energy consumption ((( ﬁ ))) ((( ﬁ )))
» Production lines can is optimised @ @ @ @
€83 bealtered & customised > 80 ms Latency < 5 ms Latency
in a matter of seconds The vehicle moved over four feet by The vehicle moved less than four inches by
the time it received a response due fo the time it received a response, thanks o the
the large distance from the data center. close distance to the micro data center.
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What’s the Cloud-Edge Continuum?

e B - [* -] NODES
« Distributed computing between end devices, edge and cloud / \ \ \
« We take full advantage of edge and cloud computing benefits o 0 o o GATEWAYS
 Low latency
. Scalability / | \
» Cheaper
* |t saves bandwidth, energy -

ENDPOINT DEVICES
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Sounds great...
...but there are challenges too

Deploying applications on the edge and cloud is complex
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» Increased complexity for development (security, distributing tasks, data management)
QM el e 171 R _
« =( .. )= Edge computing saves energy > not so easy in practice
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Edge offers low latency 2

-~
/REALTIME
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Dealing with HW heterogeneity /_\_\

— FogFlow—<

Programming Cloud-Edges

« ltis difficult (if not impossible) to know where our software will be run on the
edge
« Edges are not elastic, so we're limited

Solutions Azure

» There are several edge computing platforms that aim to facilitate the loT Edge
development and deployment of edge solutions

* As of now, there’s no golden standard

* Function as a Service (FaaS) model

 Virtualization of edge infrastructure > GEC ONCITE

« There’s plenty of research on this topic
» E.g., Elastic services for Edge Computing (Furst et al., 2018)
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Improving security and data privacy

« Edge computing can improve data privacy: we (pre-)process data on the edge
|t still has it dangers

,Fitness tracking app Strava gives away location
of secret US army bases*

The Guardian, 2018

« Moral of the story: even aggregated can compromise security

« Edges are susceptible to attacks; edges can also be malicious

SN\ e

« Data encryption mechanisms - homomorphic encryption 223
. o L . | gaiax"""
» Hot topic in research: federated learning, differential privacy, Gaia-X project
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Green Scheduling

How can we distribute workloads for improving energy efficiency? CLOUD DATA CENTER

We set different SLAs to comply with (latency, energy consumption, etc.)
- these define the constraints of our problem

We want to minimize energy consumption
> this is ours, G AL
min Z E,

We can express the problem as deD

s.t.: slay, slay, ..., sla,

For this we need to:
» Estimate the energy consumption of a workload on any given device
» Estimate the energy needed to transfer data between devices

ENDPOINT DEVICES

* Implement necessary mechanisms to transfer data and workloads
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Real-time computing

 Real real-time software runs in deterministic time

» Important for autonomous vehicles, production lines, etc.

« Hard real-time software needs to be deployed on dedicated,

bare-metal hardware (no virtualization possible)

» Also specialized software is needed (e.g., Linux real-time)

« Soft real-time software can be deployed on virtualized platforms

Bare-Metal
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Real-Time Application

Real-Time Linux

Commodity Hardware
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Real-Time Application

Real-Time Linux
OpenStack VM
Real-Time Linux

Commodity Hardware
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Takeaways

* In cloud computing all services reside on the cloud (we don’t know
or care where) Siiooe.
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CLOUD DATACENTER

* In edge computing we bring the processing close to the client or
data source

]
* Cloud computing and edge computing can be combined é
* Using both increases the complexity but also brings several
benefits: (
* Reduced latency '
» Better use of bandwidth ol
 Improved data privacy and security INTERNET OF THINGS
* Reduced costs
_ D coowowno > wwmuswmos > omwos > e > [ECrnny
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Q&A

Thank youl!

Feel free to contact me on LinkedIn or via e-mail

Mauricio Fadel Argerich

Applied Researcher
mauricio.fadel@german-edge-cloud.io
https://www.linkedin.com/in/maufadel/
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